
Untethered: Deployable Blockchains 
for IoT Environments

Emergency Responders work in challenging environments

● Smartphones are general purpose computers with a 
variety of communication modalities

● Can form ad-hoc (infrastructure-free) networks
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Vegvisir as a Tamperproof Log

• Means “Way finder” in Icelandic
• Can implement any application requiring a shared, 

tamperproof data repository
• Implemented with 2 abstractions:

• CRDT State Machine
• Blockchains

CRDT State Machine

Enabling Technology: CRDT

● Conflict-Free Replicated Datatype
● A data structure that can be replicated across a distributed 

system
● Updates must be associative, commutative, idempotent
● Replicas can be updated independently and concurrently
● Basic CRDTs form registers, counters, sets

Medical Records

● Access to records is essential to patient care
● Providing secure and quick access to records is 

difficult, especially in deployed circumstances

Enters request

Secure Enclave

Tamperproof log

Securing Data Access over Unreliable Network

Vegvisir

Separation of Concerns

Blockchain checks validity 
of block:

− User ID in U?
− Parent blocks already 

in blockchain?
− Timestamp > Parent 

timestamps?
− Signature validation

CRDT State Machine 
checks validity of 
transactions:

− CRDT ID exists?
− CRDT permits 

specified operation?
− User has permission 

for operation?
− Type checking
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Blockchains & Tamperproof Logs 

Structure of a Block

Transaction 4

● Blocks are gossiped, or 
shared, over an 
opportunistic network

Signature

Emergency Responders & Network Access

Current & Future Projects

Vegvisir as a Blockchain

What is a Blockchain? 

● A growing list of records (“blocks”) that are linked and 
secured cryptographically

● Individual blocks cannot be altered once committed 
       
● Decentralized and Distributed

● Can be used for virtually any data, not just cryptocurrency.

Blockchain as a Tamperproof Log

● Infrastructure can be damaged during a disaster
● Some remote locations have intermittent network 

access or none at all

• Log  is distributed through 
the network

• Any addition to a log is 
eventually known to all 

Simplistic design enables chronological ordering and 
efficient merging for many IoT applications
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